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Let’s Talk Passwords

You can do passwords more securely.




Something is Wrong

| didn’'t make this change.
Someone logged into my account!

A phone call to Netflix confirmed that
someone had changed the e-mail,
the phone to some number in Peru.
They just wanted to watch TV on my
expense.

NETFLIX

Email changed

Hi Daniel,

We've changed your account email address, as you
asked. You will no longer be able to use | IR
[l com to sign in to Netflix, please use your new
email address.

If you did not ask to change your email address, we
are here to help secure your account, just contact
us.

—Your friends at Netflix



Earlier That Week....

e ..l gotthe e-mail to the right.

e |n 2009, | bought a fun little game for
my iPhone from a small app studio.

e | wanted to see how my score
stacked up against others so | made
an account on their website.

e | used my standard e-mail address

and password (at the time).

information. We patched the bug immediately, but not before 3,820 accol
compromised.

Only the password and email address you used to access your account ¢
was revealed. No other personal data, including names, addresses, or cr
exposed since we don't store that information.

Our next step will be to take the site offline completely. The product is no
s0 it doesn't make sense to do a complete security review.

PERSONAL INFORMATION

The following personal information was exposed:

Email: dan@da-man.com

Password: kr*****io
(Last accessed on 2009-01-10 10:51:48)

If you used this password on other websites, you must change it.

If you get any requests to update your Frenzic password, ignore it.

CONCLUSION

We're truly sorry this incident occurred and sincerely regret any inconven
cause you. Rest assured that we're updating our internal processes for c
personal data storage.

If you have any additional questions, please contact webmaster@iconfac
reply to this email.)




Don’t Use The Same Password!

Doing so means you have to change passwords.
We all did it for a while but now it’s much too risky.

Your Password Will Not Stay Secret

What if it wasn’t Netflix but my bank, my Apple/Google account, etc?




Breaches you were pwned in

A "breach” Is an incident where data has been unintentionally exposed to the public. Using the 1Password password
manager helps you ensure all your passwords are strong and unique such that a breach of one service doesn't put your other
services at risk.

Has Your Data 2,844 Separate Data Breaches : In February 2018, a massive collection of aimost 3,000
alleged data breaches was found online. Whilst some of the data had previously been seen in Have |

Been Pwned, 2,844 of the files consisting of more than 80 million unique emai addresses had not
previously been seen. Each file contained both an emall address and plain text password and were

Leaked? e

Adobe: In Oclober 2013, 153 million Adobe accounts were breached with each containing an intemal
1D, username, emall, ancrypéed password and a password hint In plain text. The password
PR cryptography was poorly done and many were quickly resolved back fo plain text. The unencrypied
® Visit HavelBeenPwned.com. hints also disclosed much about the passwords adding further to the risk that hundreds of millions of

Adobe customers already faced.
Compromised data: Email addresses, Password hints, Passwords, Usemames

e Enter your e-mail address. o oo e e e
) ) . mwin-'mww;‘mu'mswrmmmmwnu::m

e This sites aggregates data from website e bromy craid e b o ederel ot I sk Sl E eyt
identify other online systems where the account owner had reused their password. For detalled

background on this incident, read Password reuse, credential stuffing and another billion records in

hacks and tells if your e-mail address Have | bon puned.

Compromised data: Email addresses, Passwords

and more of your account information is byl ey 2014, ik manageman compary ity snncunced ey mlre i troach. The

breach contained over 9.3 million unique email addresses, usemames and hashed passwords, most
using SHA1 with a small number using berypt.

in available online. Compromised data: Emil addresses, Passwords, Usemames

Collection #1 : In January 2019, a large collection of credential stulfing lists
= (combinations of email addresses and passwords used to hijack accounts on other services) was
e Most likely, your address and your Gecoversd b e bote o  pepuia hacking e, T e st et 27 oo
records including 773 million unique email addresses alongside passwords those addresses had used
on other breached services. Full details on the incident and how to search the breached passwords

passwords are in here. e T T e el

Compromised data: Email addresses, Passwords

e That means the hackers have them too. B T e
belleved may be at risk. A large volume of data totalling over 68 million records was subsequently
traded oniine and included email addresses and salted hashes of passwords (half of them SHA1, half
of them berypt).



https://haveibeenpwned.com/

Better Passwords

e Should be random with alphabet,
numbers, and even special
characters.

e Should be long: 20-30+ characters.

e Should be unique for each site.

e No need to change passwords.
e Gov't recommended: NIST Digital

|dentity Guidelines (June 2017)



https://pages.nist.gov/800-63-3/sp800-63b.html
https://pages.nist.gov/800-63-3/sp800-63b.html

Encryption

It's math that keeps your data private.




The Internet Is Public

By default, all web data is sent in public
...unless we have a secret code.

Encryption is a Secret Code

Only if you know a secret can you read the code. There's a few types of encryption.




Unencrypted Text:
passwordl

One-Way Encryption
a.k.a. “Hashing”

Encryption
Algorithm

e A process of turning some text into some
other text that is indecipherable from
random data.

e The process is irreversible—there's no way
to get back to the original data if you only

know the end result. Encrypted Text:
e This is commonly used for passwords or 0bl14d501a594442a

other data you want to use to verify but not
actually keep.

01c6859541bcb3e8
164d183d32937b85
1835442£69d5c9%4e



Public Key Encryption

The Private Key must be secret while
the Public Key can be given freely.
The Public Key can decrypt messages
encrypted with the Private Key.

The Public Key can encrypt messages
that can only be decoded with the
Private Key.

Use Case: For storing/transmitting data

that can be sensitive.




Public Key Encryption

Computer 1 (Browser) _ Internet . Computer 2 (Server)
Unencrypted I Unencrypted
Encryption Encryption
Algorithm Secure, Algorithm
Random-

Looking Data
Private : : Private

Key : : Key




Is Your Data Encrypted?



HTTPS = Encrypted

e Most major websites and apps use
HTTPS. The “S” means secure.

e Encryption keeps data secret

between your browser and the web
server.

e Browsers often show a padlock next
to the URL when HTTPS enabled.




Without HTTPS

e Anything entered on the website can
be viewed/copied by any computer
between you and the server. Yes,

that includes passwords!

e Any router or computer between you
and the server can see what page

and file resources you are requesting.




Encryption on Other
Services

E-mail is not very secure, especially
between providers.
FTP is not encrypted at all.

Wi-Fi can easily be insecure.

12:35 v
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Password Managers




Your Password Vault

Log in with one password you can remember.
From there, access all your passwords.

Encrypted & Synced to Cloud

Your password decryptes. The software lets you access and fill in your passwords.




Password Managers

LastPass (Free, Premium $24/year)
1Password ($35/year)

iCloud Keychain (Included free with
Apple Devices)

KeePass (Open Source)



https://lastpass.com/f?8125006
https://1password.com/
https://keepass.info/

Password
Manager
Features

Plug-in integration with common
browsers to auto-fill logins.

Offers to save any login entered
into the browser.

Apps for desktop & phone OSes to

access the password vault.

Random password generator for

new/updated accounts.
Notes area for storing other data

related to the account.




Multi-Factor
Authentication




Types of
Authentication

Authentication is the process of
verifying you are who you say
you are.

Something you know.

(e.g., password, PIN/access code)
Something you have.

(e.g., card, fob, token)

Something you are.

(e.g., fingerprint, face, DNA)



Uses of Other Factors

Temporary Factor Replacement

e Quicker way to login

e Falls back to more secure factor
e Some factors are not good legally
e Example: iPhone allows Touch

ID/Face ID instead of Password

Two-Factor Autentication

Both are Required for Access
More secure

Even if someone gets your
password (“know”), they also
need a key fob or token (“have”)
so it’s somewhat useless

without it.



Security, Continued

Some miscellaneous items




Phone Number
Verification

Problem: Phone numbers can be

insecure.

e Customer Service people may do
the wrong thing when coerced.

e The backend phone network is
mostly insecure. Bad actors may
be able to add themselves to your

account.

Solution: Don’t do verification via

SMS. Do it via an app on your phone.

e Google, Twitter, Facebook, etc.
all offer this option.
e Note: Need to remember to deal

with this when changing phones.



PaSSWO rd Recovery Solution: Create some random words

(that can be said to customer service

Problem: If your passwords are good,
over phone, if needed) that have

the weak spot is the company’s policy
nothing to do with the question.

for recovering your password.

e Store the question and your

e Bad actors may be able to figure _
answer in password manager

out your mother’s maiden name,
“notes’” area.

your birth date, your city of birth,

maybe even your first pet.



To some extent, you have to trust:
e Your Internet Service Providers

e Your Phone Company

Trust vs. Security e Your Cloud Service Providers

Who do you trust to keep your data safe?

You don't have to trust a provider if you
encrypt the data before transmitting or

storing.

29



Trust No One

e Systems can be built so that you .
y y e You control your destiny and

hold all the keys—the providers

_ security.
can’t look at your data even if they

want to without your password. e With great power comes

e For example, if you lose your great responsibility. Keep the
1Password or LastPass keys safe!
login/password, they really can

never get that data back for you.



BACK UP!

Have an automated back up plan
for important data.

Back up data on-site as well as
off-site.

For really important data, maybe

even put it in a safe deposit box or

something.




Any Questions?

Rate This Session: mid.camp/256

Contribution Day Is Tomorrow!

Join us to make Drupal better. You don’t have to be able to code!



https://mid.camp/256

Steve Gibson

e Security Researcher, Developer

e New idea for a slick, password-less

login system, SQRL
e Gibson Research Corp: GRC.com

i

Steve‘ Gibson

Host of Security Now! Podcast

700+ in-depth episodes
spanning 13+ yrs

Much presented in session

learned here



The Internet Is Public

By default, all web data is sent in public
...unless we have a secret code.

Encryption is a Secret Code

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod tempor incididunt ut labore et
dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex
ea commodo consequat. Lorem ipsum dolor sit amet, consectetur elit.




Title for this slide
goes here.

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad
minim veniam, quis nostrud exercitation ullamco
laboris nisi ut aliquip ex ea commodo consequat.

g, B

Developer
Happiness

=

Website
Operations

Developer Team
Efficiency

000

St

Development
Services
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Your Roadmap

Next steps for improvement




Lorem ipsum dolor sit Lorem ipsum dolor sit Lorem ipsum dolor sit
amet, consectetur amet, consectetur amet, consectetur
adipisicing elit, sed do adipisicing elit, sed do adipisicing elit, sed do
eiusmod tempor. eiusmod tempor. eiusmod tempor.




Use this slide to separate
sections of presentation.




Chart Example

Where do you stand?
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Chart Example 2

Before After
Pantheon: Pantheon:
100% Level 5
Level 4
Level 3
75% B Level 2
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Something here

Lorem ipsum dolor sit amet,
consectetur adipisicing elit, sed do
eiusmod tempor incididunt ut labore

et dolore magna aliqua.

Lorem ipsum dolor sit amet,

consectetur adipisicing elit, sed do

eiusmod tempor incididunt ut labore

et dolore magna aliqua.




Something here

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua.

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua.




Something here

e Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua.

e Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua.




Efficiency
Performance
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Text Box Shapes

Text Boxes - Solid

Something here Something here Something here

Text Boxes - Gradients

Something here

Something here Something here




Text Boxes with arrows

Text Boxes - Gradients

Something here —_ Something here Something here —>

Something here —>  Something here —>  Something here

Something here Something here Something here
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Thank you!




